Using Secure Shell Client (SSH)

Prepared by Peer Mentor Ira Ceka
SSH is something you can use to connect to the school’s servers.

Once you get on the school’s servers, you can effectively edit and change your website, as well as
other files under your Unix account.

Make sure you have downloaded SSH. This is the first link that comes up when T
Google “download SSH”:

http://www.ohlone.edu/org/webcenter/sftptutorial /windowssftp-downloadinstall.html

From, there I install the software.

AZIndex Quick Access Search Directory

Download and Install SSH Secure Shell: Secure File Transfer

) Vi Client for Windows
b7
Publishing Websites at Ohlone Web Center
lege

DO MOT install software on your campus computer. You must contact the ITS
Service Desk for assistance. The information is provided to you for your use on
your home computer for non-commercial use only.

For nen-commercial use only, you may for free download and install the 35H Secure
Shell program for VWindows computers. Be sure to review the license agreement that
comes with the software. You can use the software for non-commercial use (ie.,
academic or personal use).

“You will need to download and install the program if you want access to your website
directery from a non-campus YWindews computer.
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The SSH Secure Shell Client for Windows installation file is approxirpdiely 6 MB in size.
Download time will vary depending on how fast your interneticopfection is.
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e put the installation file in}:
Download S5HSecureShelClient-3.2 9 exe
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Follow the steps for installing and eventually you will see these two icons appear:

SSH Secure Shell SSH Secure File
Client Transfer Client

SSH Secure File Transfer

To do edit your website through file transfer, click the second icon.

55H Secure Shell 55

T

On your own computer, create the file you want to transport in whatever editor. I made
a hello world.html file in Notepad and saved it in a folder called WEBSITE STUFF.
7 hello_warld - Notepad 2 O *

File Edit Format Wiew Help
<html>

<p> Hello World! </p>

</html>|
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Double click the SSH Secure File Transfer icon.

A window that looks something like this should appear. In the left window you will see what is

contained in your PC.
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Click Quick Connect to connect to the school’s servers.
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After you click Quick Connect, this window will pop up.
For your hostname, you can connect to one of these three servers:

users.cs.umb.edu
users?2.cs.umb.edu
users3.cs.umb.edu

In this case, I used users.cs.umb.edu Your
username is your Unix account name.

Do not enter anything for the port number.
Click Connect.

Note: you must have internet access to do this, otherwise you will get a ‘the host users.cs.umb.edu is
unknown’ error.
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Once you hit Connect,

you will be prompted to enter your password. Enter your password. Click OK.
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Y'ou can continue without zaving the host key by clicking Mo.
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If you have connected successfully,

window! Our website stuff will go in a folder named “public html”.

you will see what is contained in your Unix Account in the right

1 users.cs.umb.edu - default - 55H Secure File Transfer X
| File Edit View QOperation Window Help
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Local Name ‘| Size | Type | Modified A || Remote Name | Size | Type | Modified | Attributes |
£2 Dropbox Systern F...  10/28/2016 01:38:5.., algsd Folder 04/20/2016 06:28:3...  drwsr-xr-x
¢ Onelrive System F...  06/22/2016 10:00:0... cs285 Folder 06/06/2016 0:18:0...  draecrwx---
3 Ira Systern F...  10/25/2016 12:20:3... cs3d4] Folder 10/20/2016 12:52:5...  drwacrw---
EThis PC Systern F... Desktop Folder 10/27/2016 05:12:4...  drwser-xr-x
m Libraries System F... . Documents Folder 10/27/2016 09:45:3...  drwxr-xr-x
d Metwork System F... Downloads Folder 10/28/2016 06:12:0...  draxr-xr-x
4 Homegroup System F... folder Folder 10/28/2016 10:32:2...  drascr-xr-x
Control Panel Systern F.. Music Folder 01/29/2016 01:18:3...  drwsr-xr-x
l& Recycle Bin System F... new Folder 10/28/2016 10:32:2...  drwntr-xr-x
Control Panel System F... other Folder 04/08/2016 07:28:1...  drwotr-xr-x
=2 Arduino 1,071 Shortcut 09/15/2016 12:56:5... other_files Folder 04/08/2016 07:28:2... drax------
« Git Bash 1,771 Shortcut 03/26/2016 09:33:3... Pictures Folder 06,/20/2016 03:05:4...  drwsxr-xr-x
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[5=] Oracle VM VirtualBox 1,156 Shortcut 09/10/2015 09:52:3... stdlib Folder 04/20/2016 06:15:4...  drwir-xr-x
a Skype 2,640 Shortcut 12/20/2015 03:41:1... Templates Folder 01,/26/2016 01:18:3...  drnwsr-xr-x
E:ISSH Secure File Transfer C... 2374 Shortcut 10/28/2016 0&:51:1... test Folder 09/21/2016 04:23:3...  drwsr-xr-x
SSH Secure Shell Client 1,416 Shortcut 10/28/2016 06:51:1... Videos Folder 01/29/2016 01:18:3...  drwxr-xr-x
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Transfer| Queue]
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Connected to users.cs.umb.edu - fhome/iceka |SSH2 - aes128-cbc - hmac-shal - n:!?_'l itemns (8.9 KB) ’_ @ ’_




Note: if you have not yet created the public html folder, do so by right-clicking on the

right window and selecting “New Folder”.
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On the left side, move into the folder where the file you want to transfer is located.

The file I want to transfer is hello world.html, and it is contained in a folder on my Desktop
called WEBSITE STUFF.
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On the right side, double-click the public html folder, this is where you will transfer your file.

You should see something like the window below. In my case, I already have a file called index.html
contained in my public html folder, so it shows up.
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To upload hello world.html,

upload.

I must right-click on the file,

and select

[#7] users.cs.umb.edu - default - S5H Secure File Transfer
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You will see the status of the upload in the lower window as “Complete. hello world.html is now

uploaded in the right window,

71 users.cs.umb.edu - default - 55H Secure File Transfer
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To transfer backwards, (say you want to move index.html to your PC), you would right-click the

index.html file and select Download. This will move the index.html file to my WEBSITE STUFF

folder on my PC.
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And now, I see the status of the download as

“Complete”.

index.html shows up in the left window,
folder on my PC.

users.cs.umb.edu - default - 55H Secure File Transfer
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Disconnect by selecting this button.
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SSH Secure Shell

If you want to edit and create files directly through a terminal, use the SSH Secure Shell.
Double-click the first icon (SSH Secure Shell Client), and you should see this window pop up.
&) - default - SSH Secure Shell — O X |
File Edit View Window Help i
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Click Quick Connect.

& - default - SSH Secure Shell - O X
File Edit View Window Help
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After you click Quick Connect, this window will pop up.
For your hostname, you can connect to one of these three servers:

users.cs.umb.edu
users?2.cs.umb.edu
users3.cs.umb.edu

In this case, I used users.cs.umb.edu Your
username is your Unix account name.

Do not enter anything for the port number.
Click Connect.

Note: you must have internet access to do this, otherwise you will get a ‘the host users.cs.umb.edu is
unknown’ error.
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Once you hit Connect, you will be prompted to enter your password. Enter your password. Click OK.

£
File Edit View Window Help
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Click No. You will then be able to enter your

&1 Quick Connect [_] Profiles
password.
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Cancel Help

Connecting to users.cs.umb.edu... 7022 {:




If you typed your password in correctly, you should see this screen.

server and can now access/change your files.

25| users3.cs.umb.edu - default - S5H Secure Shell
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To list what is contained in your current directory, use the command ls. What is listed will be the
folders contained within your current working directory.

Documents  Downloads Music other

Start by making a public html folder. This is where your website stuff will go. To do this you use
the command mkdir foldername To start building our website, we will use the command mkdir

public html

icekal@itserverf: ™8 mkdir public_html

Move 1into the folder with the cd command.

Let’s say I want to create a file named hello world.html. To accomplish this through the SSH
terminal, I can use the emacs editor, as shown below. Write the command emacs

hello world.html. Press enter.

iceka@itservert: Aoublic_html$ emacs hello_world.html




It will bring up this new file where you can edit the html. Start typing as you normally would in a
text editor.

Note: Using emacs can take some getting used to, and it is at times frustrating. Be careful when
you are trying to erase. Backspace will not work - you have to use Delete.

Note: There are other editors you can use. Many people also use vi. You can use this with the
command vi hello world.html

&) users.cs.umb.edu - default - 55H Secure Shell — O >

File Edit View Window Help

H & 82 | & S &N

& Quick Connect [_] Profiles
file Edit Uptions Butfers Tools HIML SGML Text Help

= ! lo World!

U xx--F1 kel lo world. btml

Connected to users.cs.umb.edu SSH2 - aes128-cbe - hmac-shal - ne| 70x22 | £l | 4 7

save your work, use Ctrl-X Ctrl-C!



Then, this will pop up at the bottom of the screen. Type Y for yes.

8| ysers.cs.umb.edu - default - S5H Secure Shell = O >

File Edit View Window Help |

EH &[a ¥ BE dh | E S W @2
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You will be brought back to the command line.
Note: Sometimes, the editor view still stays in place. To clear it, type the command

clear.



Now that you’ve created and saved your file in the public html folder, you can logout.

Disconnect with this command:

Now, if you go online to www.cs.umb.edu/~yourusername/hello world.html, you will see the HTML in
action. This is the webpage!

For me, it looks like this:

“ C | @O www.es.umbedu

Hello World!


http://www.cs.umb.edu/~yourusername/hello_world.html
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